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STATEMENT OF QUALIFICATIONS

Name Brian P. Bunner Date 9/18/2023
Location (Area, District, or Regional Laboratory) Indianapolis

Unit or Section  Digital Forensics Unit

Position Commander, Digital Forensics Unit

Disciplines: Indicate all disciplines in which you are authorized and currently performing crime
scene or laboratory work:

[] Biology Digital Evidence
[ ] CODIS Offender/Arrestee Testing ] Audio/Video
[ Body Fluid Identification [ Fire Debris
; DNA Nuclear STR [] Firearms/Toolmarks
[ | DNA YSTR [] Footwear and Tire
[ ] Relationship Testing [ Friction Ridge
[ ] SNPs (] Materials (Trace)
[] Bloodstain Pattern Analysis [] clan Lab
[C] Crime Scene Investigation [] Fiber
[ ] Crime Scene Reconstruction [] Glass
[ ] Shooting Incident Reconstruction [] Paint and Plastic
[[] Documents Examination [] Tape

[] Seized Drugs

Education: List all higher academic institutions attended (list high school only if no college
credits have been attained).

Institution Dates Attended Major Degree Completed
Ind'lana‘WesIeyan Fall 1995-Spring 1999 | Criminal Justice Bachelor of Science
University

Lo 5o rtificat
University of Virginia/ Criminal Certificatent

Sept. 2022-Dec. 2022 Achievement: 17.0

FBI National Academy credit hrs

Justice/Leadership

Continuing Education: List formal coursework, conferences, workshops, in-service, and other
training received applicable to past and current forensic related positions.

Course Title Source of Training Date(s) of Training
G Purdue University Cyber Forensics,
R
Computer Forensics First Responder West Lafayette, IN August 7-9, 2007

School

National Computer Forensics
Institute, United States Secret
Service, Hoover, AL

NCFI-Basic Computer Evidence

Recovery Training May 28-June 30, 2009

EnCase V6 Computer Forensics Guidance Software, Rosemont, IL December 1-4, 2009
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NW3C Cybercop 401 Linux Forensics

National White Collar Crime Center,
Indianapolis, IN

August 9-13, 2010

NW3C Cybercop 320 INET-Windows
Internet Trace Evidence

National White Collar Crime Center,
Indianapolis, IN

July 19-22, 2010

NW3C Cybercop 310 NTOS-Windows
NT Operating System

National White Coltar Crime Center,
indianapolis, IN

June 21-24, 2010

NW3C Cybercop NTFS-Windows NT
File System

Nationai White Collar Crime Center,
Indianapolis, IN

May 3-7, 2010

Purdue Cyber Forensics Advanced
Macintosh Exams

Purdue University, West Lafayette,
IN

October 19-21, 2010

Purdue Cyber Forensics Beginner
Macintosh Exams

Purdue University, West Lafayette,
IN

December 14-16, 2010

NW3C Cyber-Investigation 205 - Cell
Phone Interrogation

National White Collar Crime Center,
indianapolis, IN

February 9-11, 2011

NW3C ICAC Cyber Investigation 105
BCPI Course Basic Cell Phone
Investigations

National White Collar Crime Center,
Indianapolis, IN

February 7-8, 2011

EnCase Advanced Computer
Forensics

Guidance Software, Rosemont, IL

March 15-18, 2011

EnCase Advanced Internet
Examinations

Guidance Software, Rosemont, IL

March 8-11, 2011

Mobile Forensics Training
Conference, Sponsored by Cellebrite

TheTrainingCo, Myrtle Beach, SC

June 5-8, 2011

WetStone US-LATT Live Triage
Forensic Tool Certification

Online Training provided by
WetStone Forensics

November 15, 2011

High Tech Crime Institute-Cell Phone
Analysis Training

Kentucky State Police Technology
Center, Frankfort, KY

February 21-23, 2012

NW3C Wireless Network
Investigation 220

Nationai White Collar Crime Center,
indianapolis, IN

April 23-25, 2012

2012 National Cyber Crime Training

U.S. Attorney General's Cffice,
Boston Massachusetts

April 30-May 1, 2012

ATC-NY Mac Marshal 3.0 Training
Architecture Technology
Corporation

Kentucky State Police Technology
Center, Frankfort, KY

May 9, 2012

Katana Forensics, Lantern i0S
Certification — Forensic Laboratory

Greenwood Police Training Center,
Greenwood, IN

September 10-12, 2012
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and First Responder Certification-by
Sean Morrissey, CEO

NCFI-Mobhite Device Examiner
Training

National Computer Forensics
institute, United States Secret
Service, Hoover, AL

August 12-16, 2013

Paraben Cell Phone Forensics
Training/Conference

Salt Lake City, UT

November 12-15, 2013

Chip Off Forensics and Android
Unlocking Cell Phones

Dixie State University Law
Enforcement Lab, 5t. George, UT

April 28-May 2, 2014

EnCase 7 Foransic Software
Transition Training

Guidance Software, Rosemont, IL

May 13-15, 2014

Mac Blackbag Forensic Software
Training/Certification

Blacklight Software, Indianapolis, IN

October 7-8, 2014

Cell Phone Master Technician lLevel
3 Certification

WildPCS Cellular Repair Training
Center, Atlanta, GA

October 20-24, 2014

NW3C Cybercop 215 - Macintosh
Triage & Imaging (MT1)

National White Collar Crime Center,
Indianapolis, IN

October 27-28, 2014

NW3C Cybercop 225 - Apple iDevice
Forensics (MTH}

National White Collar Crime Center,
Indianapolis, IN

QOctober 29-30, 2014

Katana Forensics, Lantern i0S
Certification — Forensic Laboratory
and First Responder

Indiana State Police Museum,
Indianapolis, IN

November 5-7, 2014

NCFI-Macintosh Advanced
Computer Forensics Instructor: Brad
Leopard, USSS

National Computer Forensics
Institute, United States Secret
Service, Hoover, AL

February 16-27, 2015

X-Ways Computer Forensics
Software, Instructor: Fotios
Mouratidis

Indiana State Police C.V.E.D. facility,
Indianapolis, IN

April 21-24, 2015

2015 National Cyber Crime Training

U.S. Attorney General's Office,
Boston Massachusetts

April 27-30, 2015

IACIS (Internationa! Association of
Computer Investigative Specialists) -
Advanced Mobile Phone Forensic
Examiners Training Instructor: Ed
Michaels and Sam Brothers, DHS

IACIS, Orlando, FL

May 4-8, 2015

Teel Technologies Cell Phone ISP {In
System Programming) Instructor:
Veronica Perez and Bob Elder

Techno Security & Investigations
Training, Myrtle Beach, SC

May 2-6, 2015
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SANS FOR585 Advanced
Smartphone & Malware Forensics
instructor: Heather Mahalik

SANSFIRE 2015, Baltimore, MD

June 15-20, 2015

Magnet Forensics Internet Evidence
Finder (IEF)} Training

Indiana State Police CVED,
Indianapolis, IN

July 14-26, 2015

internet Crimes Against Children
Law Enforcement Conference

Sheraton Hotel, Atlanta, GA

April 15-22, 2016

Teel Technologies SQLite Database
Forensic Cell Phone Application
Forensics - Instructor: Sam Brothers,
DHS

Techno Security & Investigations
Training, Myrtle Beach, SC

June 2-4, 2016

Mobile Forensics Training
Conference, Sponsored by Cellebrite
and Magnet Forensics

Mobile Farensics World, Myrtle
Beach, SC

June 5-8, 2016

Teel Technologies-Advanced Flasher
Box and Bootloader for Mobile
Forensics Instructor: Veronica Perez

Indiana State Police Cyber Crime
Training Facility, indianapolis, IN

September 27-30, 2016

Search Warrant Training, 1CAC Task
Force

Indiana Law Enforcement Academy,
Plainfield, IN

March 3, 2017

Teel Technologies-Chip Off 2.0
Advanced Cell Phone Forensics
Instructor: Maggie Gaffney

Teel Technologies Training Facility,
Fredericksburg, VA

July 24-28, 2017

Techno Security & Digital Forensic
Training Conference,

Sponsored by Cellebrite and Magnet
Forensics

San Antonio, TX

September 17-19, 2017

indiana State Police-Leadership
Development Training

indiana State Police CVED Training
Facility, Indianapolis, IN

December 4-7, 2017

Forensic Examiner Court Testimony
Training
1.5, Attorney’s Office Southern

Indiana State Police Cyber Crime

Webinar

District of Indiana Instructors: Training Room, Indianapoiis, IN February 5, 2018
Assistant U.S. Attorney's Steve
DeBrota and Kristina Korobov
Shift LLC- i0S Training- | | I ini
GrayShift LLC-GrayKey | raining nternet Online Training February 7, 2018

NCFi-Advanced Mobile Device
Examiner Training

National Computer Forensics
Institute, United States Secret
Service, Hoover, AL

April 16-20, 2018
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IACIS The International Association
of Computer Investigative Specialist
— Preparing for Lab Accreditation

Caribe Royale Conference Center,
Orlando, FL

Apri! 30-May 1, 2018

IACIS The International Association
of Computer Investigative Specialist
- Managing a Digital Forensics
Laboratory

Caribe Royale Conference Center,
Orlando, FL

May 2-4, 2018

X-Ways Computer Forensics Training
Instructor: Former FBI SA Eric
Zimmerman

Indiana State Police Cyber Crime
Training Room, Indianapolis, IN

May 22-24, 2018

Blackbag Technologies Webinar:
Apple iCloud Productions

Internet Online

November 28, 2018

Inaugural Leadership Forum: Sandy
Hook Investigation

Indiana Law Enforcement Academy,
Plainfield, IN

January 25, 2018

Magnet Forensics User Summit

Nashville, TN

April 2-3, 2019

NCFI-Basic Network Investigation
Training BNIT, Instructor: USSS SA
Justin Milter

National Computer Forensics
Institute, United States Secret
Service, Hoover, AL

November 11-15, 2019

NCFI-Network Intrusion Response
Program NiTRO, Instructor: USSS SA
Jeff Norman

National Computer Forensics
Institute, United States Secret
Service, Hoover, AL

January 6-24, 2020

Basis Technology, Autopsy Digital
Forensics Training instructor: Brian

Online

Center (FLETC)-Online

Carrier April 30, 2020
Purdue University, Applied
Cybersecurity Essentials Intro Online July 21, 2020
Instructor: Douglas Rapp

I -
L.eadership During Uncertain Times Federal Law Enforcement Training October 28, 2020

Autopsy Forensics Basics and Hands
On

Online

November 3, 2020

ICAC Program Overview

Online

July 23, 2021

Digital Forensics for Investigators

Miami Co. Sheriff's Office, Peru, IN

September 8 and 20,
2021

Digital Forensics for Investigators

ISP CVED Training Room,
Indianapolis, IN

October 6 and 21, 2021

NCFI-Digital Investigations
Supervisors Course

National Computer Forensics
Institute, United States Secret
Service, Hoover, AL

January 18-20, 2022

ICAC Unit Supervisor Training

Online

February 28-March 3,
2022
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NW3C Advanced Digital Forensic
Analysis: Macintosh OS

NW3C- Indiana State Police Cyber
Crime Training Room, Indianapolis,
IN

August 22-25, 2022

FBI National Academy

FB! Academy, Quantico, VA

September 26-
December 8, 2022

Apple Government Tech Event

Columbia Club, indianapolis, IN

March 1, 2023

Effective Communications and
Strategies for ICAC Investigators: FBI
Behavior Analysis Unit

ISP Bloomington Post, Bioomington,
IN

April 12, 2023

IACIS The International Association
of Computer investigative Specialist
— Preparing for Lab Accreditation

Caribe Royale Conference Center,
Orlando, FL

April 24-27, 2023

NCFl-internet of Things
Examinations

National Computer Forensics
Institute, United States Secret
Service, Hoover, AL

August 28-September
1, 2023

Testimony: Complete the information below for testimony provided.

Discipline

Time Period that Testimony Occurred

| Approximate Times Testified -

Digital Forensics

2009-2023

25

Professional Affiliations: List professional organizations that you are or have been a member.
Indicate any offices or other positions heid and the date(s) of these activities.

Orgamzatlon e

‘Officeor i‘-‘osmon Held

o TImEPerlodofN[embershlp and Dates -

£Bl National Academy Associates

2022

Employment History: List all crime scene, laboratory, or scientific positions heid.

Job Tstle

Lieutenant-Commander Digital Forensics

January 2023—Current

-_'-'-Teﬁ:l'_l'l"e jE-: :

Employer

of principal duties:

: !ndsana State Pollce Laboratory Division

| supervises all Indiana State Police Digital Forensic Examiners and
Lt Audio/Visual Forensics

‘Provide a brief description Lr::i :,:; and send digital forensic examiners and all investigators to

'_ | Instruct digital forensic training to ISP recruit academy, ILEA Basic
'| academy, ILEA CSt school and other agencies

Assigned to Indiana State Police Laboratory Division

Create and implement policy and procedures for the digital forensics unit

Manage budgets in keeping licenses and software current for digital
forensics.

Job Title -

Lieutenant-Section Commander

| “Tenure | March 2020-anuary 2023

Employer.

Indiana State Police

of principal duties; . . "

Provide a brief description .

Assigned to Indiana State Police Cybercrime & Investigative Technologies
Section (CITS)
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| Supervises all indiana State Police Digital Forensic Examiners, Network
| Intrusion and Exploitation Investigators, Crimes Against Children
| tnvestigators, Electronic Surveillance Unit and the Technical Services Unit

| Instruct and send digital forensic examiners and all investigators to
1 training
| Manage budgets in keeping licenses and software current for section

' | Instruct digital forensic training to ISP recruit academy, ILEA Basic
- -| academy, ILEA CSi school and cther agencies

SRR First Sergeant-Assistant Section
Job Title
©o | Commander
Employer | Indiana State Police
Sl | Assigned to Indiana State Police Cybercrime & Investigative Technologies
| Section (CITS)
| Supervise all Indiana State Police Digital Forensic Examiners
ST S+ 0| Supervise all Indiana State Police Network Intrusion and Exploitation
Provide a brief description | Investigators
of principal duties: - - = | |nstruct and send digital forensic examiners and investigators to forensic
Coo st ] training
| instruct digital forensic training to ISP recruit academy, ILEA Basic
academy, ILEA CSi school and other agencles

* Tenure | 2017-2020

Job Title - *°| Sergeant-Digital Forensic Examiner | - Tenure . | 20092017

Employer . -} Indiana State Police

o n | Assigned to Indiana State Police Cybercrime & Investigative Technologies
R I 7 Section (CITS), Cyber Crime Unit as Digital Forensic Examiner

Provide a brief description | Conducts Forensic Exams on computers, cell phones and all electronic

of principal duties: " .- | davices/media

' . ' - | Specializing in cellular phone forensics, chip offs & unlocking phones

Other Qualifications: List below all personal certifications identifying the issuing organization
and the dates; all scientific publications and/or presentations you have authored or co-authored,
research in which you are or have been involved, academic or other teaching positions you
have held, and any other related experience.

Indiana Law Enforcement
| t | . April 22-25,
Instructor Development Schoo Academy, Plainfield, IN pril 22-25, 2003
) indiana Law Enforcement September 8-12,
{SP Firearms Instructor School Academy, Plainfield, IN 2003
ISP Firearms Instructor Connersville/Pendleton Districts | 2003-2018
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As Acting instructor:

Instructor: Indiana State Police Cyber
Crimes Overview
indiana State Police Academy

Indiana Law Enforcement
Academy, Plainfield, IN

October 18, 2014

Instructor: Chip off Forensics & Android
Unlocking U.S. Department of lustice
International Criminal Investigative Training
Assistance Program (ICITAP)} - Delegation
from Ukraine, Ukraine National Computer
Forensic Examiners

Indiana State Police Conference
Facility, Indianapolis District, IN

bDecember 17, 2014

Instructor: Electronic Seizures for ILEA
Crime Scene Technician School

Indiana Law Enforcement
Academy, Plainfield, IN

October 12, 2015

Instructor: Cell Phone Forensics- Mobilyze
Forensics Forensic Software
Training/Certification to 20 ISP Detectives

Blackbag Software, Cyber Crime
Office, Indianapolis, IN

November 5-6, 2015

Instructor: Indiana State Police Cyber
Crimes Overview
Indiana State Police Academy

Indiana Law Enforcement
Academy, Plainfield, IN

November 16, 2015

Instructor: Cell Phone Forensics Overview:
U.S. Homeland Security Customs Border
Protection

Indiana State Police Cyber Crime
Training Facility, Indianapolis, IN

August 5, 2016

Instructor: Indiana State Police Cyber
Crimes Overview

Indiana Law Enforcement

Indiana State Police Academy Academy, Plainfield, IN August 9, 2016
Instructor: Cell Phone Forensics Overview New Castle Police Department,
Mobilyze Forensic Software Training New Castle, IN October 31, 2016

instructor — Cell Phone Forensics Overview:
Indiana Prosecuting Attorneys Council
{IPAC)

LW, Marriott, Indianapolis, IN

Pecember 7, 2016

Instructor: Advanced Cell Phone Forensics
Internet Crimes Against Children Task Force
Meeting

U.S. Attorney’s Office of the
Southern District, indianapolis,
IN

April 28, 2017

Instructor: Electronic Seizures for ILEA
Crime Scene Technician School

Indiana Law Enforcement
Academy, Plainfield, IN

May 12, 2017

instructor: Cell Phone Forensics
Morgan County Prosecutor’s Office

Morgan County Prosecutor’s
Office, Martinsville, IN

May 18, 2017

Instructor: Cell Phone Forensics Ball State
University Police Department Forensics

Ball State University, Muncie, IN

May 25, 2017
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instructor: Cell Phone Forensics Westfieid

Westfieid Police Department,

Police Department Forensics Westfield, IN May 26, 2017
Instructor: Advanced Cell Phone Forensics | CITS Cyber Crime Office Training
Indiana State Police Detective Training Room, Indianapolis, IN june 29, 2017

Instructor: Cell Phone Forensics- Mobilyze
Forensics, Forensic Software
Training/Certification for ISP Detectives

Elackbag Software, Cyber Crime
Office, Indianapolis, IN

June 29-30, 2017

Instructor: Indiana State Police Cyber
Crimes Overview

Indiana Law Enforcement Academy Basic
Police Officer Training

indiana Law Enforcement
Academy, Plainfield, IN

September 6, 2017

Instructor: Advanced Cell Phone Forensics
Advanced Indiana State Police Detective
Training

ISP CVED Training Facility,
indianapolis, IN

November 3, 2017

Instructor: Cell Phone and Computer
Forensics Henry Co Prosecutor and Sheriff's

Indiana State Police Cyber Crime

Dept, Detective Training Training Room, Indianapolis, IN | August 20, 2018
instructor: Indiana State Police Cyber ,
Crimes Overview Indiana Law Enforcement Indiana Law Enforcement

infi 1
Academy Basic Police Officer Training Academy, Plainfield, IN September 11, 2018
Instructor: Electronic Seizures for ILEA indiana Law Enforcement
Crime Scene Technician School Academy, Plainfield, IN QOctober 26, 2018

Instructor: Indiana State Police Cyber
Crimes Overview
Indiana State Police Academy

Indiana Law Enforcement
Academy, Plainfield, IN

November 15, 2018

Instructor: Cell Phone Forensics: Celiebrite
Henry Co Sheriff's Dept. Detective Training

Henry County Sheriff's
Department, New Castle, IN

December 11, 2018

instructor — Cell Phone Forensics Overview:
Indiana Prosecuting Attorneys Council
{IPAC)

IPAC Canference, Indianapolis,
IN

May 22, 2019

Instructor: ICAC Investigator Training:
Digital Forensics

ISP Evansville Post

September 1, 2021

Instructor: Managing Digital Forensic

U.S. Attorney Conference,

vestigation . S 2022
In igations Indianapolis, IN eptember 7,
Instructor: Digital Forensics Overview and .
ILEA CS| Academy, Hendricks Co
Management D ¥ September 21, 2023
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